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Software Testing 

General Concepts 
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Outlines 

ÅWhy software testing is important?  

ÅWhat are the main techniques to perform 
software testing? 

2 



Dr. Rania Khairy  
Introduction and General Concepts  

The First Bugs 
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IƻǇǇŜǊΩǎ 
άōǳƎέ όƳƻǘƘ 
stuck in a 
relay on an 
early machine) 

άLǘ Ƙŀǎ ōŜŜƴ Ƨǳǎǘ ǎƻ ƛƴ ŀƭƭ ƻŦ Ƴȅ 
inventions. The first step is an 
intuition, and comes with a burst, 
then difficulties ariseτthis thing 
gives out and [it is] then that 
'Bugs'τas such little faults and 
difficulties are calledτshow 
themselves and months of intense 
watching, study and labor are 
ǊŜǉǳƛǎƛǘŜΦ Φ Φέ ς Thomas Edison 



Dr. Rania Khairy  
Introduction and General Concepts  

Costly Software Failures 
Å NIST Report, òThe Economic Impacts of Inadequate 
Infrastructure for Software Testingó (2002) 
ðInadequate software testing costs the US alone between 

$22 and $59 billion annually 
ðBetter approaches could cut this amount in half  

Å Huge losses due to web application failures 
ðFinancial services : $6.5 million per hour (just in USA!)  
ðCredit card sales applications : $2.4 million per hour (in 

USA) 
Å In Dec 2006, amazon.comõs BOGO offer turned into a 

double discount  
Å 2007 : Symantec says that most security vulnerabilities are 

due to faulty software  
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Spectacular Software Failures 
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Mars Polar 
Lander crash 
site? 

ÅNASAõs Mars lander: September 1999, 
crashed due to a units integration fault  

Å Toyota brakes :  Dozens dead, thousands of 
crashes 

ÅMajor failures:  Ariane 5 explosion, LƴǘŜƭΩǎ 
Pentium FDIV bug 

ÅPoor testing of safety-critical software 
can cost lives : THERAC-25 radiation 
machine:  3 dead 

THERAC-25 design 

We need our software to be dependable  
Testing is one way to assess dependability 
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Other Examples é..  
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Other Examples é..  
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Software is a Skin that 
Surrounds Our Civilization  

Quote due to Dr. Mark 
Harman 
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Types of Test Activities 
Å Testing can be broken up into four  general types of activities 

1. Test Design 

2. Test Automation  

3. Test Execution 

4. Test Evaluation 

Å Each type of activity requires different skills , background 
knowledge , education and training  

Å No reasonable software development organization uses the same 
people for requirements, design, implementation, integration and 
configuration control  
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Types of Test Activities 
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1. Test Design ð (a) Criteria-Based 

Å This is the most technical job in software testing 

Å Requires knowledge  of : 

ïDiscrete math 

ïProgramming  

ïTesting 

Å Requires much of a traditional CS degree 

Å This is intellectually stimulating , rewarding, and challenging  

Å Test design is analogous to software architecture on the development side 

Å Using people who are not qualified to design tests is a sure way to get 
ineffective tests 

Design test values to satisfy coverage criteria or 
other engineering goal 


